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February 2014

Configuring MOBOTIX Cameras with
Overland SnapServer DX-Series
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Summary

This application note describes how to install MOBOTIX MxControlCenter software and how to configure
MOBOTIX cameras with a SnapServer DX-Series server.
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Configuring MOBOTIX Cameras & a SnapServer

Infroduction

A MOBOTIX device is an intelligent IP network camera. It captures and sends live high quality
video directly over an IP network such as a LAN, intranet or over the Internet. Users can view
and/or manage the camera using a standard web browser or video management software on any
local or remote Windows operating system on the network. It allows authorized viewers from
different locations to simultaneously access images from the same network camera.

The cameras create images in either MXxXPEG (a MOBOTIX proprietary format designed for
security, with a low CPU and network load) or Motion-JPEG (an industry standard format), with
or without audio, which the cameras send over Ethernet via TCP/IP to either the recording
workstation or to a network storage device such as a SnapServer. The SnapServer, being a cross
platform Network Storage File Server, can provide storage in several native formats. CIFS/SMB
and NFS are two key protocols supported by the MOBOTIX camera.

SnapServer and MOBOTIX Topology

The following topology depicts how SnapServers are configured with MOBOTIX cameras:
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About MxControlCenter

The MxControlCenter software is a comprehensive video management application specially
designed to work with MOBOTIX cameras and local or remote video storage archives such as
SnapServer. It is an easy to use, feature rich solution, providing camera and SnapServer setup,
remote monitoring and recording, advanced camera event management, and also provides a single
interface for live viewing and remote viewing.
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Required Information, Tools, and Files

Before you begin these procedures, the following information, tools, and files are required.

Prerequisites

Prior to performing these procedures, ensure that you have the following:

e The SnapServer DX2 installed with Guardian OS (GOS) 7.2.117 or greater.

* Additional information on the SnapServer DX can be found on the following links:
http://www.overlandstorage.com/pdfs/SnapServer_DX_Family DS.pdf
http://docs.overlandstorage.com/snapserver

*  You must have a MOBOTIX camera already installed and configured. You also must have
available the credentials to the MOBOTIX Camera. Supported MOBOTIX cameras can be
found here:

http://www.mobotix.com/eng_US/Products

* The MOBOTIX MxControlCenter video management software is a free download from the
MOBOTIX website. This software allows the camera images to target the SnapServer as a
storage device. The software can be downloaded from this link:

http://www.mobotix.com/eng_US/content/view/full/1723

* Apple Bonjour Service is required. Bonjour a zero-configuration networking utility is a
required service application prior to installing MOBOTIX MxControlCenter. It is used to
help discover the MOBOTIX camera. Information about the Apple Bonjour service is found
in the MxControlCenter System Requirements section. The software can be downloaded
from this link:

http://www.softpedia.com/get/Office-tools/Other-Office-Tools/Bonjour.shtml

Versions

The test environment has the following versions:

* SnapServer DX2 with GOS version 7.2.117 or higher

*  MxControlCenter version 2.5.0.2 (64 bit)

* Bonjour version 1.0.6

*  Windows Server 2008R2x64 SP1

* MOBOTIX M22M Network Camera software version MX-V3.5.2.23.r3

MxControl Center Installation

Install MOBOTIX MxControlCenter from either the CD or the MSI download from MOBOTIX.
1. Run the MxCC setup file.

2. Once installed, double-click MxCC.exe located at C:\MxControlCenter_2.5.0.2_x64\
MxCC2.5.0.2x64.
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Configuring MOBOTIX Cameras & a SnapServer

3. When the dialog box appears, click Run.

G'Oc [1 - MxControlcenter_2.5.0.2 64 » McCC25.0.2 64 - ~ §83 [searchmccc 2502 x84
Orgarize * Open  Mew folder =~ 0l @

o Favorkes Hame Dabe modfied |Twa |She l I:I

B Desktop %] MediaBase. dl 1/6{2014 10:48 PM Application extension 283 KB

& Downloads |%| mfc100.dl 1J6/2014 10:46 PM Appbcation extensian 5,444 KB

1, Recent Places %] mfe100u.di 1/6/2014 10:48PM Apphcakion extension 5,471 KB

) %] mfem100.dil 1/6/2014 10:48 PM Apphication extension 91 KB

"tlflb‘m“ %] mfem100u.dil 1/6f2014 10:46 FM Application extensian 91 KB

£ Documents

J" Musie () minizip. dil 1/6f2014 10:458 PM Appbcation extensan 41 KB

(] Pictires | msvepl00.dl 1f6f2014 10:48 PM Applcation extension 594 KB

. Videos %] mswer100.dl 1/6f2014 10:48 PM Apphcation extensian B10KB

1/6/2014 10:48 PM
1% Computer %) Mect_de.di 1/6f2014 10:48PM  Application extension 753 KB
Wi da Al cimnakbiva 1iaizn14 1042 D8 STEMATIIDF Fils 1R

Discovering MOBOTIX Cameras and SnapServers

1. When you run the MxControlCenter for the first time, the Add Video Sources dialog opens
and automatically scans the network for cameras and SnapServers.

2. From the list of found sources, select the appropriate SnapServer system and MOBOTIX
camera to configure.

Add Yideo Sources
Name [ 1P Addressfpath | Type | verson | Status | Automatic search |
@ snap2267620 10.20.35.49 Snap Server 410 5.2.067 Banjour T
@ ATSSnap210 10.20.32.241 Snap Server 210 6.5.023 Banjour &I
@ snapz300075 10.20.16.85 Snap Server DXl 7.1,023 Banjour
10.20.32.247 Snap Server DX2  7.2,125 EBonjour Insert manualy
10.20.34.120 M22M-Secure M¥-¥3.5.2.23.03  Bonjour
10.20.34.75 Snap Server Vir... 7.2.0-5LES-11 Banjour
10,20.34.167 Snap Server 550 6,5.023 Banjour
& Unknown status
@ ok
ﬁm:c&ss denled
@ Unknown error
[ ] Snap Server
Different subnet
7 video sources found | 2 selected
|| I, fdd selected video sources... || Cancel
d
3. Click Add selected video sources.
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Configuring MOBOTIX Cameras & a SnapServer

4. When the Create New Layout dialog box appears:
oreateNewlayost |

‘You have chosen to add 2 video source(s),

+ Generate new grid layout For selected vidso sources
Name: I Mobotix]

" Only add viden sources to system (do not create layout)

[ oo |

a. Select Generate new grid layout for selected video sources.

b. Provide a layout Name.

c. Click OK.

The following screen appears with the configured cameras and storage devices listed in the
left pane:

%) MxControlCenter - Mobotix (Auto grid) - ¥ 10.20.34.73 -8 % —

Fle View Layout Video Source Recording Tools Help
B @ BB o8- 308--848 I 28w 0lo-
Navigator B, e,
EILAYOUTS
EVIDEO SOURCES |
:T-Caneras

e 10-3-89-45 10.20.34,120
i

Rabord'ng Folders
- ¥M-Snap4505704 10.20.34.75
EIEVENT SEARCHES
- P search
EILOCAL ARCHIVE

5. Additional cameras can be added to the current grid layout by the following procedure:

a. Under VIDEO SOURCES, right-click Camera and select Add Video Sources.

¥IDEO SOURCES

b. Select the appropriate camera and click Add selected video sources.

Add Yideo Sources

ame | IP AddressiPath | Tvpe | ‘ersion | Skatus
[#] Snapz300073 10.20.16.85 Snap Server DX1 7.1.023 Bonjour
10.20.32.241 Snap Server 210 5.5.023 Bonjour
10.20.34.120 MZz2M-Secure ME-Y3.5.2.23.r3 Known |
J L LPYELE P Ee 5 :nﬁb 2erveEr L, 4y Tt oorjodr
[#] WM-Snap4508704 10.20.34.75 Snap Server ¥ir... 7.2.0-5LES-11 Bonjour
O sd-ae550 10.20.34.167 Snap Server 550 6.5.023 Bonjour
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Configuring MOBOTIX Cameras & a SnapServer

c. In the Create New Layout dialog box, select Only add video sources to system (do not
create layout).

Create New Layout E

‘fou have chosen to add 1 video sourceis),

" Generate new grid layout For selected video sources

Mame: | Mew Layout

' Only add viden sources o system (do nok create layout) |

|

d. Right-click the SnapServer name and select Configure.

EIVIDED SOURCES
+ B Cameras

EIEVENT SEARCHES  Add Video Sources...
L P Search

EILOCAL ARCHIVE | TToPertiEs..: Sl

Access Recordngs. .

Check Data Integriy, .

e. From the Configure SnapServer dialog box, select Expert Setup and verify the General

details.
4! Configure Snap Server

=

2

e

ETEE | erowser
Gﬂnra|]Lkers|5hares|LPS|Tim|
Server name; |\'M-snap4‘508?04
Cornenent: |Snap5erver WirtusiSnap
Capacity Volumel =
Tokal: 0GB
Free: 6 GB
% I Cancel | Apply |
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Configuring MOBOTIX Cameras & a SnapServer

f. Switch to the Users tab and verify the users. The discovered SnapServer user accounts
are shown.

4] Configure Snap Server ﬂ E

Browser

General Users I Shares | ups | Time |

adrnin Mame: I
guest

Password: I I

[~ show passwords {only for users created here)

K | Add | Edit | Delete | Cancel | Apply: |

g. Switch to the Shares tab and select the required share that will be used for video
storage. SHARE]1 is the default SnapServer share name.

4! Configure Snap Server

- = @

Quick Setup  Expert Setup  Browser

General | Users  Shares I ups | Time |

: [sHarer
Volume |\'blune1 ;]
Path: |/
of I Add I Edi: Delete [ Cance| I fpply

6. Click OK.

Camera and SnapServer Configuration

1. From the MxControlCenter window, navigate to Tools > Options.

2. In the Options dialog box, click the Connection Defaults tab.
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Configuring MOBOTIX Cameras & a SnapServer

T
General Connestion Defauts | View | Alarm Handing | Remote Contal | Marnitoring | Action Log |
- Connections to Cameras
Uzer name: W
Fazsword. [sessse
Prowpsevert®: I [ Peat: [A000
Port: [6080

MStatus Server: |

Access

File serves path: [\110.20.34 75'share1

User name: iadmin

Password:

seses

= Detault Previews Seftinas

a. Enter the File server path (SnapServer IP and Share).

b. Enter the User name and Password (SnapServer credentials).

c. Click OK.

4. From the MxControlCenter window toolbar, click the Settings tool ( £).

3. Complete the Access Recordings section with the SnapServer information:

5. Provide the User name and Password for camera authentication and click OK. The default
credentials for a MOBOTIX camera are admin / meinsm.

71

4 User & Password

Please enter user name and password for
- mx10-3-89-45
to authenticate:

User name: Im

Password! Iouoooo

[ o | o |

6. At Camera Configuration, select Recording and change the Recording Mode to Continuous.

0 o s Chepirokin ) 10203473 . 5 % A
— EB - &
— =3 . ﬂ”"l -Q.
Overview Image Settings Exposule Recording fudio Events Network Messages
| Name SIE| ~Auriing Swikeh
@ mx10-3-59-45 -
'(ﬁ' Arming: |0 x
i Recording Switch
H Recording: |On =
% Display recording symbol in kve imags

10400551-001

T Digital signing of recorded images

—Recording Mod

&

| Mode: |Cantinuous (MxPEG stream) v] +amsram: _3 [Fis]

IV Audo

™ Full image recording

Recording Start and Duration

Skart Trigger:
= all Everks

Event Counter (EC)
Event Logic (EL}
Event Logic 2 {EL2)
Video Motion {¥YM)

Frame rate: [Masimam =1 [Fjs]

1
=l

Recordingtime: [[Geec, =1

[ External Recording

Folder: IGFS: 10.20.34.75/5HAREL

&
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7. Select External Recording and click Setup.

[ exter 10203473 NEEW A=
| Target Ci
" Create a shared folder on this computer
& Use a different server or storage medium
Storage: |CIFS =]
Server: | 10.20.34.75 |
—Shared Folder
Shared folder: | sHarg1 =
User name: Iadnin j
Password: Iooooo ™ Show
nrLm; [ -]
ke

8. Configure the External Recording settings as follows:

a. Configure Use a different server or storage medium section:
e For Storage, select CIFS.
e For Server, select the SnapServer IP address.
b. Configure Shared folder section:
e For Shared folder, select the SnapServer share (SHAREZL).
¢ Enter your User name and Password (SnapServer credentials).

c. Click OK.
9. Verify the other Camera Configuration settings and click OK.

Access Recording

1. In the MxControlCenter window, right-click the camera name and select Access
Recordings.

2,
HILAYOUTS
EI VIDED SOURCES
. B Cameras
| e

=5 Storage De
Recordic  Properties.., Chrl+I

[FIWMSNSL | er & Password. ..
EIEVENT SEARCH
L P search
EILOCAL ARCHIY

2. In the Access Recordings dialog box:
a. Select the option Specify file server path (factory IP will be appended)
b. Browse to the SnapServer UNC path to the share target.

e

Provide User name and Password (SnapServer credentials).

Click OK.

&
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Configuring MOBOTIX Cameras & a SnapServer

1=I FVFNT SFARTHFS
E Select how MxControlCenter should access the recordings of:
*mxl0-3-83-45
" ¥ia camera
" Default file server path (Factory IP address will be appended)
& Spefic file ssrver path (Factary IP will be appended):
Specific File Server

Path: ]\\10.20.34.?5'\sharel Browse... |
User name: | admin

Password: | essse

3. From the MxControlCenter window toolbar, click the Open Camera tool ( £ .
4. Click Admin Menu on the left.

=] [Fullimage =le

5. Provide the User name and Password for the MOBOTIX camera, and click OK.

6. Under Image Storage, click Storage on External File Server / Flash Device.

|

Release Notes .

System Information
Camera Status

Temperatures

Error Notification

Security

Users and Passwords

Group Access Control Lists
IP- | rol

file

Page Administration = Language and Star Page i3
Softbuttons

Multiview Screens

Network Setup Quick Installation
I i
Ethemet Interface (for experts)

Web Server (for experts)

Routing (for experts)

Dynamic DNS Client (for experts)

General Network Client Settings (for experts)

Storage on Extemal File Seyer / Flash Device

Image Storage

Logos and Image
Profiles

Manage Image Files
Il

Image Profiles

10400551-001 02/2014 ©Overland Storage, Inc. <4 Page 10 of 14




Configuring MOBOTIX Cameras & a SnapServer

Verify the configuration details, click Set, and then Close.

r’- mx10-3-

-45 Storage on Extern® ! 10.20.34.73 ol o I
M http:/{10,20,34. 120/ dmin/eventstorage

& MOBOTIX M22

delete all iImages -
stored internally!

Storage on External File Server / Flash Device

Available Storage Targets

™ None Select this option to disable event recording to
permanent storage
I~ NFS File Server NFS is the protocol commonly used to connect to

UNIX/Linux file servers

¥ SMB/CIFS File Server SMB/CIFS is the recommended way of accessing
Windows file servers or UNIX/Linux-based file
servers running Samba. It also allows the camera
to use Active Directory Service (ADS) and
Windows Domain Controller authentication when
connecting to the file server.

™ USB Stick / Flash SSD |MFS = Format.. ]
I External USB Harddisk |MFS > Format..
Status: Currently CIFS on
/110.20.34.75/SHARE1
Storage Options s
File Server IP [10.20.34.75 IP address of server.
Note: The server
needs to be
reachable via the
netwark.
Remote Directory/Share |SHAF\E1 Directory/Share on
the sarver to be
mounted by the
camera,
Hint: ¥hen using
CIFS, you can enter ;]
Set Factory | Restore | Close More
[Dene [T [T [T & intermet | Protected Mode: OFf Ta v | R100% -

7. Navigate to Admin Menu > General Tasks > Reboot to effect the changes.

= Manage other cameras I

System Update = Update Systern Software

Security Browsers retain password information until they are closed completely. To prevent unauthorized

Warning: use of protected pages, make sure that you close all browser windows at the end of your
session, Failing to do so will leave the password in the browser cache and other users may
manipulate your camera(s)! =

-

]
[T [T [ [ [ inkemet | Frotecked Mods: OFF [Fa - [Rioow -

8. Verify the details and click Reboot Now.
The following message is displayed:

The camera will reboot in a few seconds.

It will take about one minute to come up again...

You will be redirected automatically to the homepage of the
camera.
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Configuring MOBOTIX Cameras & a SnapServer

9. When rebooted, click Setup Menu.

10. Click Recording from the Event Control section.

11. Verify the details and click Set.

General Settings Value Explanation =

Arming | Enable = | Arm Recarding:

Controls camara recording:

Ensble: activate Recording.

O deactivate Recording.

St Racording armed by signal input.

CS&: Recording ammed by oustom signal as
defined in General Event Settings.

Frow Master: copies Recording arming state
from master camers.

I(nn time table) vl Time Table Frofile:

Time table profile for time-controlled
recording. (Time Tables)
Digital Signin, | -| Uigital Signing:
+ Ll 8, Digitally sign the recorded image files using
the %500 certificate of the web serer.
Manage X500 cedificates of tha wab server,

Activate Recording Status Symbel:
Gt will draws a symbol in the image to visualize __|
the cument arming and recording status.

On =
Full Image Recordin |0ﬁ vl Activate Full Image Recording:
g 4 O will alwways record the Full wage of the
sensorwith the specified parameters. OF will
record the wisible image.

Recording Status
Symbol

Terminate R di | -| Activate Tarminate Recording:

rl'er]m‘na 2 gt "‘g Oﬂ Terminate reoording if an event is detected.
Uze this option to freeze stored images.
Click hare to resuma recording.

Storage Settings Value Explanation

Recording (REC) |CDnlinuuus Recording 'l Recording Made:

Type of evant and story recording.

Snap Shot Recomling: stores single JPEG
pletures.

Event Recording: stores stream files for evary
event using MxPEG codec.
- i

g Iy stre ams
wideodata to shream files using MxPEG codac.

|

P Prrdira i 1o Bamnrdins Frame Fute:

Sef, | Factory | Restore | Close Less

12. Click OK when the following confirmation appears:

IQ Do you want store the COMPLETE configuration of the camera

permanently?

T

13. Click Close.
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Configuring MOBOTIX Cameras & a SnapServer

Verify Events

1. Click the Events List menu.

LEUS DINK

Play Sound

controljplayer?everiist in new smal v

N

2. Check the events.
You can create events manually by clicking an UC event.

= mx10-3-89-45 Event List - Windo?
M http: /10,2034, 120/ controljplayer feventist

MOBOTIX

|

Date Time Event Contents
2014-01-09 03:35:00 VM VM2 UC BT BR BL 1 event
2014-01-09 03:34:00 VM VM2 UCBTBRBL 1 evert, 6 clips, 60 s
2014-01-09 033300 Y™ UCHTBREL 2everts,6clps, 57 s
2014-01-09 03:3200 YM WWMIUC BT BREL 1 event, 6 clips, 60 5
2014-01-09 03:31:00 VM YM2 UC BT BRBL 1 event, 5 clips, 60 =

=1 = -

3. From the MxControlCenter window toolbar, click the Videos Search (& ).
The Video Search window appears with the recorded events.

: 00000
. 03:24:00 Thu 09.01.2014
. Camera: mo10-3:83-45
| = A ») 274 o 8l O
¢ Cameias Everts | _I_I ® "jﬂl_JE 2@
Time & Date | Sequence | Event IEvente [;I i
10 0 |
032500 Thu 03.01.2014 11 0
032600 Thu 0301 2014 12 0
03:27-00 Thu 09.00.2014 13 0
03:28:19 Thu 03.01.2014 14 0
032902 Thu03.01.2014 15 0 =]
033000 Thu 03012014 16 0 TIripse
03:31:00 Thu 09.00.2014 17 0
03:32:00 Thu 03.01.2014 18 0
033327 Thu03.01.2014 19 1 uc
033400 Thu03.01 2014 20 0
033500 Thu 0301 2014 21 0 2
033600 Thu0301.2014 22 0 5 (Rl R
Start: 03:15:26 Thu 09.01.2014 End: 03:36:00 Thu 09.01.2014 i
~Search Time 03:24:00 03:24:00 03:24:59
EF | ] <] ] o] ] ] o] ]
~R Time
| I Diﬁueme:l
x| 8] x] g
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Configuring MOBOTIX Cameras & a SnapServer

The recorded events are stored on the configured SnapServer share with the following data

structure.

- a [ Search 10_3_89_45 g

mo |],, = Network = 10.20.34,75 = sharel = 10_3_89_45 =

Organize ¥ | Open  Mew folder

W Favorites ey Date modfied l'l;pe |SI“ l I
B Desltop J. 000 1/8/2014 8:25 PM File falder
’ Downloads 1/5/2014 8:26 PM ERDINFO File
il e e | SystemMessages 1fa/2014 8:18 PM Text Document 4 KB
3 Libravies || WebServerMessages 1[8/2014 8:18 PM Text Document 1KB
|5 Documents
o Music
[E= Pictures
. Wideos
B Computer %
€ Network

erdinfo Date modfied: 1/8/2014 8:26 PM Date created: 1/8/2014 8:26 PM

ERDINFO File Size! 3.83 KB
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